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IHosmTHKa HHPOPMATMOHHOH 0€30ACHOCTH
1. O6mue noaoxkenus

1.1. Tonuruka uupopmanuonnoii Gezomacumoctu I'BJIOY nmerckoro cama Ne 23 Kuposckoro paiiona
Cankrt-llerepbOypra (nanee — JIOY) ompenenser meny u 3afjaqu CUCTEMbI 00ecTiedeHnsT HH()OPMAITMOHHOM
0€30IacHOCTH M YCTaHaBIMBAET COBOKYITHOCTH MPaBHJI, IPOLEAYP, MPAKTUIECKUX MTPUEMOB, TpeOOBaHHI
U PYKOBOJAIIMX TMPHUHIMIIOB B ob6macTy wH(pOpMannoHHON Oe3omacHocTH (mamee - UB), xoTopeiMu
PYKOBOJCTBYIOTCS PaOOTHHKH HIKOJIBI IIPH OCYIIECTBICHUH CBOCH JEATETLHOCTH.

1.2. Ocnosnoii nensio IMonutukyu uHpopMannonHoii 6ezonacnoctu JOV sBnsercs 3amura vHGOPMAIUU TPU
OCYILECTBJICHUN YCTaBHOM AEATENBHOCTH, KOTOpas MpPEdyCMaTpHBaeT NPUHITHE HEOOXOAMMBIX MEp B
neiaAax 3alluThbl I/IH(I)OpMaHI/II/I oT CJ'Iy‘IaI\/'IHOFO WKW NOpeaHaMCPCHHOI0 HN3MCHCHUA, PACKPBITUA WA
YHUYTOXKEHUS, a TaKXKe B LESIX COOMIONCHHS KOH(PHICHUUAIBHOCTH, LEIOCTHOCTH M JIOCTYITHOCTH
nH(popMaIuu, o0ecredeHuns IpoIecca aBTOMaTH3NPOBAHHONW 00pa0OTKY JaHHBIX B YIIPABICHUH.

1.3. Tonutuka nHGOpMANMOHHON Ge30MacHOCTH pa3paboTaHa B COOTBETCTBUM c: YKa3oM IlpesujeHTa
Poccuiickoit @eaepannu ot 1 mast 2022 r. N 250 "O gomogHUTENBHBIX MEpax MO 00eCIeueHn0
nHpopmanoHHoi Oe3onacHocTu Poccuiickoit @enepanun'; denepanbHbIM 3aKOHOM OT 27 HIOIS
2006r. Ne 149-®03 «O6 undopmanmy, HHGOPMALMOHHBIX TEXHOJOTHSX M O 3alIUTe M HHPOPMALUN»,
®enepanpHbiM 3aKoHOM 0T 27 mrona 2006r. Ne 152-03 «O mepcoHanmbHBIX AaHHBIXY», DenepanbHBIM
3akoHOM OT 10 stHBapst 2002r. Ne 1-®3 «O6 »nexTponHoi nnpoBoil moanucu», Ykazom Ilpesnnenrta
Poccuiickoii ®enepatmu ot 6 wMapra 1997r. Ne 188 «OO6 yrBepxkaenun [lepeyns cBemeHuit
KoHUIeHIHAIBHOrO Xapakrepa», lloctanosnenuem IlpaBurensctBa P® Ne781 or 17.11.07r. «OO0
YTBEPXKJICHUU TOJIOXKEHMsI 00 00ecreyeHn: 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe B
nHGOPMALMOHHBIX CHUCTEMaX NEepCOHANBHBIX NaHHBIX», locranoenenue IlpaButensctBa PO Ne687 ot
15.09.08r. «O6 ytBepxaenun IlomoxkeHus 00 0coOEHHOCTAX OOpPaOOTKM MEPCOHANBHBIX JaHHBIX,
OCYILECTBIISIEMO O€3 HCIOJIb30BaHMS CPEICTB aBTOMATH3ALMKU» a TAKXKE PAIOM HHBIX HOPMATHUBHBIX
MPaBOBBIX aKTOB B cepe 3aluThl HHPOpMAIHH.

1.4. OrBercTBeHHOCTH 3a COOMIOAEHNE HHPOPMALMOHHON GE30MaCHOCTH HeCceT Kaxkabli cotpyanuk JJOY. Ha
T, paboTaIUX IO JOTOBOPaM T'Pa)KAaHCKO - MPAaBOBOTO XapaKTepa, MOJOKEHHsS HACTOSILEH MOTUTHKU
pacIpoCTPaHSAIOTCS B CIIydae, €CIM 3TO 00YCIIOBIEHO B TAKOM JIOTOBOPE.

2. Ilesb ¥ 321241 NOJINTHKH MHPOPMAMOHHOI 6e30MaCHOCTH

2.1. OcuoBHbIME nensiMu IoUTUKY VB siBRstroTCS:



COXpaHeHUe KOHPHUIECHIMAIBHOCTH KPUTHYHBIX HH()OPMAIIMOHHBIX PECYPCOB;
obecriedeHne HEMPEPHIBHOCTH JIOCTYIA K HH(pOpMaIMoHHBIM pecypcam JI0Y;
3alyTa MEJOCTHOCTH WH(pOpMAIMK ¢ 1ebio nojepxanus Bo3moxHocTH JJOY mo okazaHuio yciyr
BBICOKOTO Ka4eCTBa U MPUHATHIO (D (HEKTUBHBIX YIPABICHYSCKUX PEIICHUH;
MTOBBIIIIEHNE OCBEIOMIICHHOCTH IIOJIh30BaTEIe B 007aCTH PUCKOB, CBS3aHHBIX C WH(OPMAITMOHHBIMA
pecypcamu J10Y;
olpefeNiecHHe CTENEeHH OTBETCTBEHHOCTH U 00s3aHHOCTEH COTPYIHUKOB TIO OO0ECIEeUYEeHHIO
WHPOPMALUOHHON 0€30MaCHOCTH.
MTOBBIIIIEHHE YPOBHS 3 (HEKTHUBHOCTH, HEMPEPHIBHOCTH, KOHTPOIUPYEMOCTH MED TI0 3aIIUTE OT peaTbHbBIX
yrpo3 Ub;
MIpeIOTBpaIleHNe W/ N CHIDKeHHe yiepba ot uHimaeHToB Ub.

. OcHoBHBIMY 3a7auamu ToauTUkU Wb sBastoTCs:
paspaboTtka TpeboBanuit o obecmeuenuto Ub;
KOHTPOJIb BEITIOTHEHUS YCTaHOBIIEHHBIX TpeOoBaHwmii 1o obecnedennto Ub;
MOBBIILIEHHE 3PPEKTUBHOCTH, HENPEPHIBHOCTH, KOHTPOIMPYEMOCTH MEPONPHUATHH 1O 00ECIICUEHUIO U
noanepxxanuto Mb;
pa3paboTka HOPMATHUBHBIX JIOKYMEHTOB Il oOecriedeHns Kb MIKONBI, BBIABIEHHE, OIICHKA,
MIPOTHO3UPOBAHKE U TPpeIoTBpalieHne peanusanun yrpo3 Ub mrkomnsr;
OpTaHu3alys aHTUBUPYCHOMW 3aIIMTHl HHQOPMAIIMOHHBIX PECYPCOB LIKOJIBI;
3amuTta wHGopManmu JIOY or HecaHKHuWoOHUpoBaHHOTO xAoctyna (manee- HCJ/l) m yreuknm mo
TEXHUYECKUM KaHaJlaM CBS3U;

3. KonuenryaasHas cxema obecrnieueHuss HH(POPMAIMOHHOI 0€301ACHOCTH

3.1

3.2.

3.3.

. llomuruka Ub JIOY HampaBieHa Ha 3amuTy HH()OPMAIIMOHHBIX PECypCOB (aKTHBOB) OT YTPO3, HCXOISATIIX
OT IMPOTUBOIIPABHBIX [ICI\/'ICTBI/Iﬁ 3JIOYMBIIIIJICHHUKOB, YMCHBIICHUC PHUCKOB WU CHWKXCHUC MOTCHUIHUAJILHOI'O
Bpela OT aBapuii, HeMpeIHAMEPEHHBIX OMMOOYHBIX aercTBui coTpynHukoB JIOY, Texamueckux cOoeB
aBTOMATHU3MPOBAHHBIX CHUCTEM, HENPAaBUJIBHBIX TEXHOJOTHMUECKHMX W OPraHM3AlMOHHBIX PELICHUH B
mpoleccax Moucka, coopa XxpaHeHHs, 00paObOTKH, MPEJOCTABICHHUS U PACHPOCTPaHEHUS HHPOPMALIUU U
obecneuenue 3 hekTUBHOrO 1 OecrepeOORHOr0 IpoIecca AeITeIbHOCTH.

HaubGonpiumMu BO3MOKHOCTSIMY JJIsSi HAaHECEHUs yiiepoa obamaeT codcTBeHHbId nepconan J10OY. Puck
aBapuil ¥ TEXHUYECKUX COOCB B aBTOMATH3MPOBAHHBIX CHCTEMAX OMPEAEISIETCS COCTOSTHUEM aIapaTHOro
o0ecrieyeHus, HAJEKHOCTHIO CHCTEM OSHEProcHaOKEHHWs H TEJIeKOMMYHHUKAIUM, KBaau(UKAIMEH
COTPYAHUKOB U HUX CHOCO6HOCTI)IO K aA€KBATHBIM H HE3aMCIJINTCJIbHBIM HeﬁCTBHHM B HEIITAaTHOH
CHTYAIHH.

Crparerust obecneuenns Wb JIOVY 3akmiodaercss B HCHOJIB30BAaHMU 3apaHee pa3pabOTaHHBIX Mep
MPOTUBOACHCTBHS aTakaM 3JI0YMBIIIJICHHUKOB, a TAK)KE MPOrPAaMMHO-TEXHUUECKUX M OPTaHU3alIMOHHBIX
pelIeHH A, MTO3BOJISIFOIIMX CBECTH K MUHAMYMY BO3MOYHBIE TIOTEPH OT TEXHUYECKUX aBapHii M OTHOOYHBIX
JEUCTBUN COTPYAHUKOB IIKOJIBL.

4. OcHoBHBIE IPHHIUIIBI 0OGecTiedeHNsI HH(OPMALMOHHO §e30MaACHOCTH

4.1

. OcHoBHBIME ITpuHTMIIaMU obecnieuenus UB:

MTOCTOSTHHBI M BCECTOPOHHHMM aHaIW3 aBTOMAaTHU3UPOBAaHHBIX CHCTEM M TPYIOBOTO IPOLECCa C LEIbI0
BBISIBIICHHS YSI3BUMOCTH HH(OPMAIIMOHHBIX akTHBOB JIOVY;



CBOEBpPEMEHHOE OOHapyKeHue NpolieM, NOTCHUUaIbHO cHocoOHbIX mosnusite Ha Wb OV,
KOPPEKTHPOBKa MOJIETEN yrpo3 U HApyILINUTENS;

pa3paboTKa U BHEIPEHUE 3aALIUTHBIX MED;

KOHTPOJIb 3PPEKTHBHOCTH MPUHUMAEMBIX 3alIUTHBIX MEp;

nepcoHnUKaIMA U paselieHre pojiel 1 OTBETCTBEHHOCTH MEXAy coTpyanukamu IOV 3a obecneueHne
Wb JOY ucxoauT W3 MpHUHITUNA ITEPCOHAIEHON M €IMHOIUIHOW OTBETCTBEHHOCTH 3a COBEpIIIAcMBIC
oTeparuy.

5.06bexThI 3amUTHI

5.1

5.2

. OO6bexTamu 3aUTHI ¢ TOUkH 3peHus b B ynpaBneHun SBISIOTCS:

. WHPOPMALMOHHBIN ITpouecc npodeccHoHaNTEHON
NeSITENbHOCTH;
*  wHbOpMaNHOHHEIC aKTUBE JJOY.

. 3amnmaeMaﬂ I/IH(I)OpMaI_II/IH ACIIUTCA Ha CJICOAYIOIINEC BUbIL:

*  uHopManys o GUHAHCOBO-dKOHOMHYECKOH nesitenbHoctu JJOVY;

*  TepcOHANIbHBIC JaHHBIE — JTF00as HHQOpPMAIHs, OTHOCSINASCS K ONPEJeICHHOMY WU OMpPEAeIsIeMOMY
Ha OCHOBaHWHW Tako¥ mH(popMaruu (ru3ndeckoMy JHUIy (CyOBEKTy MEepCOHAIbHBIX AAHHBIX), B TOM
yrcae ero (aMwinsi, UMs, OTYECTBO, TOJ, MECSI, JlaTa W MECTO POXKICHHA, ajpec, CeMeWHoe,
COIMAEHOE, UMYIIIECTBEHHOE MOJIOKEHHE, 00pa3oBaHue, MpodeccHs, JOXOIbI, Apyras HHHOPMAIHS;

*  napyrast ”HOpPMAILIUs, HE OTHOCALIASACS HU K OMHOMY U3 YKa3aHHBIX BBIIIE BUIOB, KOTOpast
otMedeHa rpudoM «/[ist ciyxeOHOTo monb3oBanus» Wik « KoHPUISHIIHATEHOY.

6. TpedoBanus no MHGOPMANMOHHOI 0€30MACHOCTH

6.1.

6.2.

6.3.

6.4.

6.5.

6.6.

B ortHOomeHnun Bcex coOCTBeHHBIX HHPOpManrOHHBIX akTHBOB J[OY, aKkTHBOB, HaXOMSAIIUXCS O
koHTposieM JIOVY, a Takke aKTHBOB, UCIOIB3YEMBIX Ul TIONYYEHHS MocTyma K uHPpactpykrype 1OV,
J0JIKHA OBITH OIIpeieIeHa OTBETCTBEHHOCTh COOTBETCTBRYomIero cotpyauuka JI0Y. Mudopmanus o cmene
BJIaJIEJIBLIEB aKTUBOB, UX paclipeeseHNH, U3MEHEHHIX B KOH(UTypallMy U HCIIOIb30BaHUH 3a MpeieslaMu
JOY nomxHa JOBOAUTHCS 10 CBEICHUS PYKOBOIUTES.

Bcee pa60TBI B Ipeaciiax I[OY JOJDKHBI BBIITOJTHATHECSA B COOTBETCTBUU C O(I)I/IL[I/IaJ'IBHBIMI/I JOJDKHOCTHBIMHA
00513aHHOCTSIMU TOJILKO Ha KOMITIBIOTEpAx, Pa3pCHICHHBIX K UCIIOJIB30BAHUIO.

Bce nmanHbIe (KOH(MUACHIMATIHHBIE WIH CTPOTO KOH(HIESHIMAILHBIC), cocTaBisitomue TaiHy JOY un
XPaHAIIMECs Ha )KECTKUX JUCKaX MOPTATHBHBIX KOMIIBLIOTEPOB, JIOJKHBI ObITh 3alTU(POBAHbI.

PykoBonuTenu nonpasiesieH|i JOJKHbI IEPUOIUUECKH ITEPEeCMaTPUBATh MIpaBa JOCTyIa CBOMX
COTPYZIHHUKOB U IPYTHX I0JIb30BaTENIEH K COOTBETCTBYIOIIMM HH(POPMALIMOHHBIM PECYPCaM.

B nensx obGecrieueHuss CaHKIIMOHUPOBAHHOTO JOCTYIA K MH()OPMAIMOHHOMY pecypcy, Jito0oil BXOJ B
CHUCTEMY JTOJDKEH OCYIIECTBISITHCS C HCTIOIH30BAHNEM YHUKAITHHOTO MMEHH ITOJIH30BATEIISI U MTAPOJISL.

[Nonp3oBaTenn JTOMKHBI PYKOBOACTBOBATHLCS PEKOMEH/IAIMSIMU TI0 3alllUTe CBOETO MapoJis Ha dTare ero
BBIOOpA W TIOCIIEIYIOIIETO MCIOJB30BAHMS. 3allpeniaeTcs cooOmaTsh CBOM Mapojh APYTHM JIMIAM WA
MPEIOCTABIISATH CBOIO YUETHYIO 3aIllUCh IPYTUM, B TOM YHCIIE YWICHAM CBOCH CEMbH U OJIM3KHIM.



6.7. B mporiecce cBoeit paboThl COTPYAHUKH 00s3aHBI HOCTOSHHO HCIIOIL30BaTh PEKUM "DKpaHHOI 3acTaBKK"
C MapoJbHOM 3ammTol. PeKoMeHTyeTCsl ycTaHaBIMBATh MAKCUMAIBHOE BpeMsl "MpocTos" KOMIBIOTEpa 10
TIOSIBJICHUS DKPaHHOM 3aCTaBKU HE JOJbIIE 15 MUHYT.

68 I[OCTYH K CC€TH I/IHTepHeT o0ecreynBaeTcsl TOJIBKO B MMPOU3BOACTBCHHBIX MHCIIX MW HE MOXCET
HCIIOI30BAThCS VIS HE3aKOHHOM ACSTEIIHHOCTH.

PexomenmoBaHHBIE IIpaBuJIa:

* corpyanukam JIOVY paspemaercs UCTIOIb30BaTh CETh MIHTEPHET TONBKO B CIYKEOHBIX LIEIAX;

*  3ampemaercs MoceuieHue J0oro caifta B cetd MHTEpHET, KOTOPBIA CUATACTCS OCKOPOUTENBHBIM JUIS
OOIIECTBEHHOI0 MHEHUS WIH COACP)KUT HHPOPMALIMIO CEKCYaIbHOTO XapaKTepa, MPoIaraHay pacoBOi
HEHAaBHUCTH, KOMMEHTAapHUH O MOBOAY Pa3In4Hs/IPEBOCXOICTBA MOJIOB, TUCKPEAUTUPYIOIIIE 3asIBICHNUS
WIK HWHbIE MaTepHaibl C OCKOPOMTEIbHBIMHM BBICKAa3bIBAHMSAMH II0 IIOBOAY YbETr0-IMOO0 BO3pacTa,
CeKCYaIbHOW  OpHMEHTALMHM, PEIMTHO3HBIX WM TOJUTHYECKHX YOeXKIeHHWH, HaIMOHAJIBLHOTO
MIPOMCXOXKIEHHS WM HEEECIOCOOHOCTH;

* pabora corpynuukoB JIOY c¢ HMHTepHET-pecypcaMu JOMYCKACTCs TOJBKO PEKUMOM IMPOCMOTpA
nH(pOpMAITUH, UCKITF0Yast BO3MOXKHOCTH niepenaun napopmarmu J{OY B ceth UHTEpHET;

® COTpYyAHHKaM, UMCIOIHUM JIMYHBIC YUYCTHBIC 3aIllUCH, ITPEAOCTABJICHHLIC Hy6HI/I‘-IHLIMI/I npOBaﬁz[epaMM,
HE pa3pelraeTcs Mojab30BaThCsl UMHU Ha 000pyIoBaHuH, NpuHapiexamem JJ0Y;

* corpyaauku JIOY mepen OTKphITHEM WM pacmpocTpaHeHWeM (aiiyioB, MONyYEeHHBIX dYepe3 CEeTh
HHTepHEeT, TOJKHBI IPOBEPUTH UX HA HAJIMUUE BUPYCOB;

* 3anpenieH goctyn B MHtepHeT yepes cetb JOVY st Bcex nui, He sBIstomuxcs corpyanukamu 10V,
BKJIIO4Yas 4JICHOB CEMbU COTPYAHUKOB.

6.9. AnMuHHCTpaTOp MMeEET TIPaBoO KOHTPOJIUPOBAThH COAEPKAHUE BCErO MOTOKA MH(OPMAIUHM, MPOXOASIIE
yepe3 KaHaj CBSA3U K ceTu MIHTepHeT B 000MX HalpaBiICHUSX.

6.10. Corpyauuky JOMKHBI TOCTOSHHO IIOMHMTB O HEOOXOAMMOCTH obecredeHns GpU3NIecKoi 6e30macHOCTH
000pyaOBaHMs, HA KOTOpOM XpaHutcs napopmanus JOY.

6.11. Corpynnukam 3ampemeHo caMOCTOSTENBHO U3MEHATh KOH(UIYpAlHUIO allapaTHOro U IPOrpaMMHOIO
oOecrieueHus.

6.12. Bce xommbloTepHOE 060pyaIOBaHHE (CEPBEPHI, CTALMOHAPHBIE W MOPTATUBHBIE KOMIBIOTEPHI),
nepudepuitHoe 000pynoBaHUE (HANpUMep, TIPUHTEPHl M CKaHEephl), akceccyapbl (MaHHITYJISTOPHI THIIA
"MBIIIB", MAapOBbIe MAaHUMYISATOPHI, TUCKOBOIBI st CD-TUCKOB), KOMMYHHUKAIIMOHHOE 00OpY/IOBaHHE
(Hanpumep, (hakc-MOJIEMBbI, CETEBBIC AJaNTEPbl U KOHIEHTPATOPHI), VIS IIeJICH HACTOAIICH MOJUTHKH
BMeCTe UMEHYIOTCS "KoMIbIoTepHOE 00opynoBaHue". KoMmbsloTepHoe 000pyA0BaHuE, MPENOCTABIEHHOE
JOVY, sBasercs ee COOCTBEHHOCTBIO U NPEIHA3HAUEHO JUIS HCIOJb30BAaHHUS HCKIIOYHUTEIBHO B
MIPOU3BOICTBEHHBIX IIEIISX.

6.13. Kaxnplii cOTpyAHHMK, TOJYYMBLUIMHA B MOJIB30BAHME TMOPTATHBHBIA KOMIIBIOTED, 00s3aH IIPHHATH
Ha/IJIeKalie Mephl 0 00ECTIEYEHUI0 €r0 COXPaHHOCTH.

6.14. Bce koMmmbIoTepbl MOJKHBI 3alMIIATHCS TAPOJIEM NPM 3arpy3Ke CHCTEMBI, aKTUBALMH 110 Topsuei
KJIABUIIM W TIOCJIE BBIXOAAa W3 pekmMma "OkpaHHOW 3acTaBkd". JlJIT yCTAHOBKH PEXHMOB 3aIlUTHI
MOJIL30BATEIIb IOJKEH 00paTUTHCS K aAIMUHUCTpaTopy. laHHbIe HE JOJKHBI OBITH CKOMIIPOMETHPOBAHEI B
Cllydae XaJaTHOCTH WM HEOpeXHOCTH IpHBeAmeld K morepe obopynoBanus. Ilepen yrmimsanmeil Bce
KOMIIOHEHTBI 000pyOBaHUs, B COCTaB KOTOPBIX BXOISIT HOCHTENU JaHHBIX (BKJIIOYAs KECTKHE TUCKH),
HEO0OXOJUMO TPOBEPSITH, YTOOBI YOEIWUTHCS B OTCYTCTBMM Ha HUX KOH(UICHIMAIbHBIX MAHHBIX H



JIUIIEH3UOHHBIX TPOAYKTOB. JlOJKHA BBIMOIHATHCA MpoLeaypa popMaTHpOBaHUs HOCUTENNEH HH(opMaIuy,
HCKJTIOYAIOILAsi BO3MOKHOCTh BOCCTAHOBJICHUS JaHHBIX.

6.15. Ilpu 3anucu kakoil-mu6o MHQOPMALKMK HA HOCUTENb Ui Hepeladd CyObEeKTaM, y4acTBYIOIIUM B
nH(OPMAITMOHHOM OOMeHe, He0OX0AUMO yOequThCS B TOM, YTO HOCHUTENh YHCT, TO €CTh HE CONEPKUT
HUKaKUX UHBIX JaHHBIX. [IpocToe nmepedopMaTpoBaHHE HOCUTENS HE JACT TapaHTUU MOJHOTO YAAJICHUS
3aMrCaHHON HAa HEM WH(OPMAIIUH.

6.16. IopTe! nepenaun AaHHLIX, B ToM uncie CD AMCKOBOMB! B CTAIMOHAPHBIX KOMIIBIOTEPAX COTPYIHUKOB
JIOY GOKUPYIOTCS, 38 HCKITIOUEHHEM TeX CIyYaeB, KOTAa COTPYTHIUKOM MTOJYYEHO pa3pelicHUE Ha 3aTUCh
OT aJIMUHHUCTPATOPA.

6.17. Bce nporpamMmHOoe obecledyeHHe, YCTAHOBJIEHHOE Ha mpegocTaBieHHOM JIOY KOMIIBIOTEpHOM
o0opynoBaHuH, SBIseTcS COOCTBEHHOCThIO JIOY W MOMKHO WCHONB30BATHCA HCKIIOUUTENHHO B
MIPOM3BOCTBEHHBIX IEIIAX.

6.18. Corpymuukam 3ampemiaercsi ycTaHABIMBATh HA MPEJOCTABIEHHOM B MOJb30BAHHE KOMIILIOTEPHOM
000pyIOBaHMH HECTAHAAPTHOE, HEJIHMICH3HOHHOE TPOrPaMMHOE OOCCIICUCHHEe WM IPOrPaMMHOE
oOecrieueHue, He UMEIOIIEee OTHOIICHHS K MX ITPOU3BOACTBEHHOM ACSATEIBHOCTH. ECTH B X0/1€ BBHITTOJTHEHUSI
TEXHUYECKOTO OOCIyXHBaHHUs OyaeT OOHApYy)KEHO HE pa3pelleHHOe K YCTAaHOBKE MpPOrpaMMHOE
oOecrnieueHue, OHO OyJeT yAalieHO, a COOOIICHHE O HapyIICHHHM OYJET HAIpaBlICHO HEMOCPEICTBEHHO
PYKOBOJIUTEITIO.

619 Ha Bcex IMMOPTAaTUBHBLIX KOMIIBIOTEPAX JOJIKHBI OBITh YCTAHOBJICHBI IIPOrpaMMBbI, HCO6XOI[I/IMLI€ JJIsL
oOecriedeHus 3aIUThl HHPOPMAIIH:
*  IIEPCOHAJIBHBIN MEXKCETEBOM DKPaH;
*  aHTHBHPYCHOE MPOrpaMMHOE 00ECIIeYCHHE;
*  TporpamMMHOe oOecriedeHre MHu(pPOBAHUS KECTKHUX JUCKOB.

6.20. Cotpynnuku JJOY He HOTKHBL
*  ONOKMPOBaTh AaHTUBUPYCHOE MPOTPAMMHOE 00ECIICUeHHE;
*  YCTaHABJIMBATH JPYroe aHTHBUPYCHOE IMPOrPaMMHOE 00ECIICUeHHE;
*  U3MEHSTHh HACTPONKHU M KOH(PUTYPALHIO aHTUBUPYCHOT'O IIPOTPAMMHOT0 00ECIICUCHUSI.

6.21. DnexTpoHHbBIE COOOIIEHHS JTOKHBI CTPOrO COOTBETCTBOBAThH CTAHAAPTaM B 00JACTH JIEJOBOM 3THKH.
Hcnonp3oBanue 3MEKTPOHHOM MOYTHI B JIMYHBIX LENsAX He Jomyckaercsd. COTpyqHHKAM 3amperiaercs
HanpaBJIATh KOHGUASHIMANbHYIO nHpopManuio JJOY 1o sneKkTpoHHOM noure 6€3 UCIIOIb30BaHNs CHCTEM
mmdposanus. Crporo koHpuneHnuanbHas uHGopmamus JJOY, HU TpU Kakux OOCTOSTEIbCTBAX, HE
MOJJIEKUT MEPECHIIKE TPETHUM JIMIIAM IO YJIEKTPOHHOM MOUTE.

6.22. Ucnons3osanne corpyanukamMu JIOY NyOGIMYHBIX MOYTOBBIX  SIIMKOB  JJIEKTPOHHOM MOYTHI
OCYILIECTBIISIETCS TOJBKO IIPH COTJIACOBAHMM C OTBETCTBEHHBIM 3a obecneueHne Oe30M1acHOCTH
nHGOPMALIUH [IPH YCIOBUM IPUMEHEHHUS] MEXaHU3MOB N (POBAHUSL.

6.23. Cotpynauku JIOY st oOMeHa JOKYMEHTaMu JOKHBI UCIIOIB30BATh TOJIBKO CBOW O(UITHAIIBHEIN a/ipec
SJIEKTPOHHOM MOYTHI.

6.24. Cooluienus, nepechliaeMble M0 3IEKTPOHHOI MOYTE, NPEACTABIIAIOT COOOM TTOCTOSHHO HCIIONb3YEMBIi
WHCTPYMEHT JUIS 3JICKTPOHHBIX KOMMYHUKAIIHA, UMEFOIIUX TOT XK€ CTAaTyC, YTO U MUCbMa U (pakCUMUITbHbBIE
cooO11eHus. DJIEKTPOHHBIE COOOIICHHS MOIEXKAT TAKOMY )K€ YTBEP)KICHUIO U XPAaHEHHUIO, YTO U IpOUHe
Cpe/CTBa MUChbMEHHBIX KOMMYHHKAIIUH.



B nensx npenorepaineHus ommO0K Ipy OTHPaBKe COOOIICHHI IMOIB30BATENN MTEPE OTIPABKON JTOJIKHEI
BHUMATENIbHO TIPOBEPUTH IMPABMJIBHOCTh HANKCAHUS WMEH W aJpecoB moiy4areneil. B cimydae momydeHus
COOOIIIEHUS JTUIIOM, BHUMAHHUIO KOTOPOTO 3TO COOOIIEHUE HE MPETHA3HAYACTCS, TAKOE COOOIIEHIE HEOOX0IUMO
MepenpaBUTh HEMOCPEACTBEHHOMY TOJTy4aTeIo.

6.25. He momyckaeTcs npy HCIOJIb30BAHKS 3JIEKTPOHHOM MOYTHL:

6.26.

6.27.
6.28.

pacchlika COOOIICHWH JHMYHOTO XapaKTepa, HCIOIb3YIOINX 3HAUYMUTENBHBIE PECcypChI
3JIEKTPOHHOM MOYTHI;

pacchiIKa peKJIaMHBIX MaTepHaOB;

MOJNKCKA HAa PACCBUIKY, Y4acTHE€ B IUCKYCCHSX W TOAOOHBIE YCIYTH, HCIHOIB3YIOLINE
3HAYUTENFHBIC PECYPCHI AIEKTPOHHOM MMOYTHI B JTHYHBIX IIETISX;

MOWICK M YTeHHe COOOIeHNH, HAmpaBICHHBIX IAPYTUM JHIaM (HE3aBUCHMO OT CIocoda MX
XpaHeHus);

MepechUIKa JTFOOBIX MaTepHalioB, KaK COOOIIEHUH, TaK ¥ MPHIIOKEHHUH, COJepKaHIe KOTOPBIX
SIBIIIETCS.  TIPOTHBO3aKOHHBIM,  HENPHUCTOWHBIM, 3JIOHAMEPEHHBIM, OCKOPOHWTEIHHBIM,
YTPOXKAIOMINM, KIEBETHUYECKUM, 3TTOOHBIM HMJIM CIIOCOOCTBYET MOBEACHHIO, KOTOPOE MOXKET
paccMaTpuBaThCs KaK YTOJOBHOE IMPECTYIUIEHHE WU aIMUHUCTPATHBHBINA MPOCTYIIOK JHOO
MPUBOJUT K BO3HUKHOBEHHIO T'PaKIAHCKO-TIPABOBOM OTBETCTBEHHOCTH, OCCIIOPSIIKOB WIIH
MIPOTUBOPEUUT CTaHIapTaM B 00JIaCTH 3TUKH.

Bce nonp3oBaTenu HOMKHBI OBITH OCBEAOMIIEHBI O CBOSH 00S3aHHOCTH COOOIATh 00 M3BECTHBIX
WIH TIOJI03PEBACMBIX MU HApPYNICHUSX WHPOPMAIMOHHON OE30MacHOCTH, a TAKKE JIOMKHBI OBITh
HpOI/IH(I)OpMI/IpOBaHLI O TOM, 4YTO HH HpI/I KaKux O6CTO$[TCJ'II>CTB3X OHU HE€ JOJDKHBI IIbITAaTHCS
WCIIOJIb30BaTh CTABIINE UM U3BECTHBIMH CJIA0BIC CTOPOHBI CHCTEMbI OE30MACHOCTH.

B ciyuae kpakxu IepeHOCHOTO KOMIIBIOTEPA CIIelyeT He3aMEeATUTEIbHO COOOMNUTE PYKOBOIUTEIIO.

Eciu wumeercs IMOAO3PCHUE HJIM BBIABJICHO HaJIWYHMEC BUPYCOB WM MHBIX Pa3pyHIUTCIbHBIX

KOMITBIOTEPHBIX KOJIOB, TO Cpa3y Mociie uX 00HAPYKECHHUS COTPYIHHUK 00s3aH:

MporH()OPMUPOBATH AIMUHUCTPATOPA;

HE UCII0JIb30BaTh U HE BKJIIOYATh 3aPA’KEHHBII KOMIIBIOTED;

HE MOJCOEIUHATh 3TOT KOMIIbIOTEP K KoMnbioTepHOU cetu JIOY m0 Tex mop, moka Ha HEM He
OyzeT npou3BeIcHO yaaneHne 00HApYKEHHOTO BUPYCa H MOJIHOE aHTHBUPYCHOE CKAHUPOBAHUE
CIELUATHCTOM.

6.29. Corpyauuxam JIOY 3anpemaercs:

Hapymarb HHPOPMAIIMOHHYO Oe30macHocTh U paboty cetu 1OY;

CKaHUPOBATh MOPTHI HJIH CUCTEMY 0€30MaCHOCTH;

KOHTPOJIUPOBATh PabOTy CETH C EPEXBATOM JIaHHbIX;

HOJIy9aTh JOCTYI K KOMITBIOTEPY, CETH UITH YUETHOI 3aIIHCH B 00X0/ CHCTEMbI HICHTU(DHKALIMH
HOJIB30BATeEJIs WK 0€3011aCHOCTH;

nepenaBath WHGOPMALMIO O COTPYAHUKAX WM CHHCKH COTpyAHUKOB JIOY mocTtopoHHUM
JHAM;

co3/aBaTh, OOHOBJATH WM PACIPOCTPAHATh KOMIBIOTEPHBIE BHPYCHI H  MPOYHE
pa3pyLIHTEIBHOE IPOrpaMMHOE obecriedeH e.

630 OTBETCTBEHHOCTh 3a COXpPAaHHOCTb HAaHHBIX Ha CTAllMOHAPHBIX W TOPTATUBHBIX MNEPCOHAJIBHBIX
KOMITBIOTEPAX JICKUT Ha IOJIB30BATCIIAX.

6.31. Heo6xoauMo peryispHO JeiaTh pe3epPBHBIE KOINHM BCEX OCHOBHBIX CIYKEOHBIX JAHHBIX U

MIPOTPAMMHOTO OOECTICUCHUISI.



6.32. Bce 3asBKM Ha NpOBEIEHHE TEXHMYECKOTO OOCITYKHBAHHS KOMIBIOTEPOB OJUKHBI HAIMPABIATHCS
aIMUHUCTPATOPY.

7. Yupagienne nagopManuoHHoii 6e30MaCHOCTHIO

7.1. Vupasnenue Ub JIOY BKIrOYaET B cebs:
*  paspaGoTky u NOJUICP)KAHNE B aKTyaIbHOM  COCTOSHMM  IlOMMTHKH

nH(POPMAITHOHHON 0€30TIaCHOCTH;

pa3paboTKy u MoJJepKaHue B aKTyaJlbHOM  COCTOSIHUH HOPMAaTHUBHO-
METOJIUYECKHX JIOKYMEHTOB 10 obecnieueHuo Wb ;

obecnieuenue OecniepeOoiHOTO QYHKITMOHNPOBaHUS KoMImiekca cpeacts Ub;

OLICHKY PUCKOB, CBA3aHHBIX C HAPYUICHUAMHA UBb.

8. Peanmzauus noauTuKH HHPOPMANHOHHO 6E30NACHOCTH

8.1. Peanuszauus [onutuku UB JIOY ocymiecTBaseTcss HA OCHOBAHMH JJOKyMEHTOB, PerjaMeHTHPYIOIHMX
OTZAEJbHBIE MIPOLEIYPHI U NPOLECcCH MPO(ECCHOHATBHON AESITENbHOCTH B YIIPABICHHU.

9. HOpﬂ[{OK BHECEHMsI H3MEHEHUH U IIOHOJIHeHHﬁ B MOJIUTHKY I/IH(l)OpMaIII/IOHHOﬁ 0€e30IacHOCTH

9.1. Buecenue usMeHenuii u nponojiHeHuii B [ToauTHKy MHPOPMALMOHHOM GE30IACHOCTH IIPOM3BOAUTCA He
pe’ke OHOIO pa3a B TPU rojia C LeJbIo IPUBEACHUS B COOTBETCTBHE OlpeeeHHbIX [10anTuKoi 3auTHRIX
Mep peanbHBIM )KU3HEHHBIM YCIIOBUSM U TEKYIIUM TpeOOBaHUSAM K 3aIuTe HHpopMamuu.

10 KOHTpOJ’IB 3a CO0JII0ieHHEM MOJTUTHKH HH(l)OpMallHOHHOﬁ 0e30MacHOCTH

10.1. Texymuii KOHTpOIB COOIIOIEHHMS BBIOIHEHUS TpeboBanuii [TouTHKN HHPOPMAITMOHHOMN 6€30MaCHOCTH
JOY Boznaraercs Ha COTPYIHHKA, HA3HAYCHHOTO MPUKA30M PYKOBOAMTEIIS.

10.2. PykoBomutens Ha peryiaspHOii OCHOBE pPacCMAaTPUBAET PEATM3ALMIO M COOIIONEHHE OT/IEIbHBIX
nonoxxeHndt [lonuTHkM WHPOPMAIMOHHOH OE30MacHOCTH, a TaKKe OCYIISCTBISECT IOCIEIyFOIIHA
KOHTPOIIb 3a COOJIIOICHUEM €€ TPeOOBaHHIA.
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